
 

Welcome to the One West Newsletter. 

Its been some months now since GDPR arrived and our  

DPO Service is proving to be very popular. 

This issue focuses on Business Continuity and Cyber Security which are key  

aspects of our service and especially relevant at this time of year. 

i-West and Audit West are part of One West which is a trading arm of Bath & North East Somerset  

Council. 

We are now growing the range of professional consultancy services we offer and are launching our new  

web site. You can check it out at www.onewest.co.uk  – we would love to know what you think. 
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Cyber Security  

We are hearing more and 
more about the threats 
posed by Cyber Security. The 
challenge is that we have 
increasing reliance on IT 
whilst hackers and others 
get more sophisticated. The 
good news is some basic 
measures will go a long way 
to reducing the potential for 
an attack. 

It helps to understand there 
are four main areas of risk 
for schools: 

 

Malware and Ransomware 

Malware and Ransomware are 
umbrella terms for anything 
that could have a malicious, un-
desirable impact usually block-
ing access to a computer sys-
tem. Often this is until a sum of 
money is paid.  Both can enter 
systems in a variety of ways.  

The most common are email 
with malicious attachments, ac-
cessing a website that contains 
malicious content and connect-
ing removable media like 
memory sticks to the system. 
Staff need to be careful in their 
use of IT systems in these areas. 

http://www.onewest.co.uk


that access to the information is 
appropriately controlled to reduce 
the risk of any problems.  

So what next? 

We know this is a complex area 
and we will be writing more in fur-
ther newsletters. In the meantime 
if you have any queries we would 
be happy to talk with you. 

In the news: 

 School safety & security has been in the press a lot.  

There have been some terrible events in the USA – thankfully not repeated in 
British schools but still really relevant. 

The DofE has launched a consultation on school safety and security guidance. 
This is running between the 26th November and the 18th February 2019 and 
will probably result in requirements on schools to address this. 

The consultation web site is www.gov.uk/government/consultations/
schoolsecuritydraftguidance.  

 Facebook are in the spotlight over data handling issues 

A cache of Facebook documents has been seized by MPs investigating the 
Cambridge Analytica data scandal. 

Rarely used parliamentary powers were used to demand that the boss of soft-
ware firm Six4Three handed over the details. 

The Observer, which first reported the story, said the documents included data 
about Facebook's privacy controls. 

Facebook has demanded their return.  

 The BBC has reported German children were nearly banned from send-

ing Santa letters! 

Privacy rules in Bavaria threatened Christmas tradition. A town in Bavaria, Ger-

many, has a Christmas tradition where children are invited to write letters to 

Santa Claus requesting gifts and experiences.  

The letters are then put on the Christmas tree in the town's marketplace. 

This year, the tradition looked like it would have to end due to rules to protect 

the use of data. That was avoided when the local radio station Antenne Bayern 

stepped in and now the tradition will go ahead with good sense prevailing! 

The full story can be found on the BBC web site 

www.bbc.co.uk/news/topics/gdpr .  

Inappropriate use of IT resources 
and internet access 

Inappropriate use of systems can 
be inadvertent or deliberate. It is 
a big risk which needs to be re-
duced.  

Its essential to ensure that staff 
have received appropriate train-
ing, that clear policies and proce-
dures are in place, and that the 
ability of staff to make changes to 
systems are appropriately con-
trolled.  

Denial of service  

A denial of service (DoS) is a 
cyber-attack where someone tries 
to make a network resource una-
vailable by disrupting services of a 
host connected to the internet. 
This can prevent the organisation 
from being able to conduct its 
day to day activities which can be 
very serious. Firewall security in 
particular is essential here. 

Disclosure of information 

Protecting IT based information 
assets is critical to avoid acci-
dental or unauthorised disclosure.  

Staff need to be aware of the pro-
tocols when accessing personal 
information and ensure  



DPO Tips 

Minimising risks around data and IT 
comes down to good practice. 
There are some key principles to 
adopt. 

1. Protect personal data like it was 
your own - It’s a great reminder to 
ensure protection 

2.If you are not there to look after 
it, secure it! – Put data records 
away and out of site 

3.Make sure Wi-Fi connections are 
secure - If they aren’t others can 
use your internet connection. 

4.Don’t trip up! - When returning 
from school trips, shred your trip 
pack. These contain significant sen-
sitive data including students’ 
health needs.   

5.Only use your official email ad-
dress – If you don’t not only can 
the security of the information be 
compromised but if there is a sub-
ject access request it you might 
have to surrender your personal 
email account or device for scruti-
ny.   

6.Reinforce whats required to 
those such as governors and peri-
patetic staff -  these people are in 
school less frequently and may be 
less clear on good practice . 

Subject Access Requests 

Subject Access requests (SARS) can 
be tricky and some of you might 
not be sure what’s required. Here is 
a guide: 

 

The Data Protection Act 2018 gives 
people the right to request infor-
mation that is held about them.  
This is known as a Subject Access 
Request.   

There are some exceptions for ex-
ample some safeguarding records 
or information provided by or relat-
ed to third parties but in the main 
the right is there. 

All types of information may have 
to be disclosed including handwrit-
ten notes, emails, texts and audio 
recordings.  

Schools are receiving increasing 
numbers of SARS either directly or 
as part of complaints. When this 
happens both the request and 
complaint must be answered as 
separate processes.   

People will often not call what they 
want a ‘subject access request’- 
they just want information!  

Consequently it’s important that all 
staff can recognise an SAR and re-
spond correctly, this is particularly 
relevant to frontline staff such as 
receptionists who are often the 
first point of contact for parents 
and members of the public 

 

The first steps you need to take 
when the school receives an SAR 
are to: 

1) Confirm the identity of the 
sender – for example is the email 
address exactly the same as on 
record. 

2) Let the sender know that you 
have received their request – tell 
them you are dealing with it. 

3) Note the date that you have 
received the SAR -  Usually you 
have one calendar month to re-
spond.  However this can be ex-
tended if the request is particu-
larly complex.  

4) Locate the information that is 
being requested - It may be held 
in multiple sources, possibly with 
different departments.  

To help further we are aiming to 
publish a broader guidance docu-
ment soon. In the meantime we 
are happy to discuss any queries 
that you have.  

Seasons greetings 

We would like to take the        
opportunity to say all good 
wishes for Christmas & a happy 
New Year. 

The staff at One West 

 


