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Introduction
When engaging a supplier to provide services that involve processing Personal Data on behalf of a controller, the UK GDPR requires the parties to put a written Data Processing Agreement (DPA) in place. The DPA sets out the controller’s instructions, the scope of the processing, and the responsibilities of both parties.
This guidance accompanies the DPA Template and is intended to support schools, academy trusts, parish, town, district and county councils, and similar organisations in understanding when and how to use the template. Yellow highlights indicate areas where information must be completed before the agreement is issued.
When to use this template
Use this DPA whenever a supplier processes Personal Data on your behalf and follows your instructions about how that data is used. This includes any arrangement where your organisation acts as the controller and the supplier acts as your processor under Article 28 of the UK GDPR.
If a supplier determines its own purposes for using the data, or provides a service that requires independent professional judgement, the supplier may act as a controller rather than a processor. In those situations, a DPA may not be appropriate.
Information required in Appendix A
Appendix A sets out the details of the processing and must be agreed by the controller and the processor before the DPA is signed. This may require input from both parties: the controller will define the purpose and scope of the processing, and the supplier may provide information about how the processing will be carried out in practice. Appendix A includes:
· the subject matter and purpose of the processing
· the type of Personal Data and categories of data subjects
· the duration of the processing
· any international transfers
· end‑of‑contract return or deletion arrangements
The controller must ensure that the final information is accurate and sufficiently specific, as it limits what the processor is permitted to do under the contract.
Mandatory contractual clauses
The DPA contains the clauses required under Article 28(3) UK GDPR, including:
· processing only on documented instructions
· confidentiality obligations
· appropriate technical and organisational security measures
· requirements relating to sub‑processors
· assistance with data subject rights
· cooperation with audits
· end‑of‑contract deletion or return of Personal Data
These clauses should not be removed.
International transfers
If Personal Data will be transferred outside the UK and no adequacy decision applies, appropriate safeguards such as the International Data Transfer Agreement (IDTA) or the UK Addendum to the EU Standard Contractual Clauses must be included. A Transfer Risk Assessment may also be required. Further guidance is available from the Information Commissioner’s Office at:
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/international-transfers/ 
If you are unsure whether international transfers apply, please seek advice from your Data Protection Officer or information governance lead.
Optional sections
Some clauses in the template apply only in certain circumstances:
· FOIA — retain this section where the controller is subject to the Freedom of Information Act 2000.
· Caldicott Principles — retain this section only where the processing involves NHS‑related health or social care information, or where the controller has formal Caldicott responsibilities (for example, a local authority delivering adult or children’s social care). This clause is not normally required for schools, even where they hold pupil medical information or safeguarding records.
These sections can be removed where they do not apply.
Before signing
Before issuing or signing the DPA, you should:
· confirm the supplier has appropriate security measures in place
· check whether the supplier uses any Sub‑processors
· verify any international transfers
· ensure Appendix A accurately reflects the agreed processing
If you are unsure whether this template is suitable for a particular contract, or whether the supplier will be acting as a processor or a controller, please seek advice from your Data Protection Officer or information governance lead before proceeding.
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DATA PROCESSING AGREEMENT TEMPLATE
Data Processing Agreement
Between
[NAME],[COMPANY NUMBER], [REGISTERED ADDRESS]
(the customer / data controller)
and
[NAME],[COMPANY NUMBER], [REGISTERED ADDRESS]
(the provider / data processor)

1. Background
1.1 The Customer and the Provider have entered into a service agreement (“Master Agreement”) under which the Provider may process Personal Data on behalf of the Customer.	Comment by Johannah Palmer: The customer/provider should ensure this reflects the name of their contractual documentation here, if it is not called a service agreement.
1.2 This Data Processing Agreement (“Agreement”) sets out the additional terms under which the Provider will process Personal Data for the Customer, in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 (DPA 2018).
1.3 This Agreement includes the mandatory processor clauses required by Article 28(3) UK GDPR and applies to all processing performed by the Provider on behalf of the Customer.
1.4 References to the Information Commissioner are to be read in accordance with the Data (Use and Access) Act 2025, under which the UK supervisory authority is the Information Commission.

2. Definitions
2.1 Controller means the organisation that determines the purposes and means of the Processing of Personal Data, as defined in Article 4(7) UK GDPR. In this Agreement, the Customer acts as the Controller.
2.2 Data Protection Legislation means the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, the Privacy and Electronic Communications Regulations (PECR), the Data (Use and Access) Act 2025, and any relevant statutory instruments or guidance issued by the UK data protection supervisory authority.
2.3 Master Agreement means the overarching contract between the parties under which the services are provided (for example, a services agreement, call‑off contract or statement of work).
2.4 Personal Data has the meaning in Article 4(1) UK GDPR and section 3 of the Data Protection Act 2018.
2.5 Personal Data Breach has the meaning in Article 4(12) UK GDPR.
2.6 Processing has the meaning in Article 4(2) UK GDPR.
2.7 Processor has the meaning in Article 4(8) UK GDPR. In this Agreement, the Provider acts as the Processor and processes Personal Data on behalf of the Customer.
2.8 Sub‑processor means any processor engaged by the Provider to process Personal Data on the Provider’s behalf.
2.9 UK Transfer Mechanism means the International Data Transfer Agreement (IDTA) issued by the Information Commissioner, or the UK Addendum to the EU Standard Contractual Clauses, or any replacement mechanism recognised under UK law.

3. Scope and Controller Instructions
3.1 The Customer is the Controller and retains full responsibility for determining the purposes and means of processing.
3.2 The Provider shall only process Personal Data on documented instructions from the Customer and in accordance with this Agreement.
3.3 The Provider shall notify the Customer immediately if it believes any instruction infringes Data Protection Legislation.

4. Confidentiality and Personnel
4.1 The Provider shall ensure that all personnel with access to Personal Data:
· are subject to written confidentiality obligations,
· receive appropriate data protection and information governance training (refreshed at least every two years),
· access only the minimum data needed, and
· follow documented access control procedures.
4.2 The Provider shall maintain appropriate background checks for staff where proportionate for the type of processing undertaken.

5. Security of Processing
5.1 The Provider shall implement appropriate technical and organisational measures required by Article 32 UK GDPR, ensuring a level of security appropriate to the risk.
5.2 Measures must align with ICO guidance on security and the NCSC’s GDPR Security Outcomes.
5.3 At a minimum, the Provider shall ensure:
Technical Controls
· Encryption of Personal Data in transit and at rest using industry standards.
· Multi‑factor authentication for administrative access.
· Role‑based access control, reviewed regularly.
· Logging and monitoring of access and security events.
· Regular vulnerability scanning and patching.
Operational Controls
· Documented information security policy.
· Secure configuration, asset management, and network protection.
· Regular security testing and contingency planning.
· Business continuity and disaster recovery mechanisms, including off‑site or cloud backups.
5.4 The Provider shall provide the Customer with reasonable evidence of its security measures upon request.

6. Sub‑processors
6.1 The Provider shall not engage any Sub‑processor to process Personal Data without the Customer’s general authorisation.
6.2 The Provider shall maintain an up‑to‑date written list of all authorised Sub‑processors, including the locations at which they process Personal Data, and shall make this list available to the Customer on request.
6.3 The Provider shall notify the Customer in writing at least 30 days before appointing or replacing any Sub‑processor.
6.4 The Customer may object to a proposed Sub‑processor on reasonable data protection grounds. If the parties cannot agree appropriate safeguards or an alternative arrangement within 30 days of the Customer’s objection, the Customer may terminate the affected Services on written notice without penalty.
6.5 The Provider shall ensure that each Sub‑processor is appointed under a written contract that imposes the same data protection obligations as those set out in this Agreement, including all requirements of Article 28 UK GDPR.
6.6 The Provider shall remain fully liable to the Customer for the acts and omissions of each Sub‑processor as if the Provider had performed the relevant processing itself.
6.7 Where the engagement of a Sub‑processor involves transferring Personal Data outside the UK, the Provider shall implement appropriate safeguards in accordance with Chapter V UK GDPR, including the use of a UK Transfer Mechanism and, where required, a documented transfer risk assessment. The Provider shall provide evidence of such measures to the Customer on request.

7. International Data Transfers
7.1 The Provider shall not transfer Personal Data outside the UK without the Customer’s prior written authorisation.
7.2 If authorised, the Provider must:
· implement a UK Transfer Mechanism (IDTA or UK Addendum),
· complete a documented Transfer Risk Assessment / data protection test,
· ensure appropriate supplementary measures where required.
7.3 The Provider shall make all transfer documentation available to the Customer on request.

8. Data Subject Rights
8.1 The Provider shall assist the Customer, using appropriate technical and organisational measures, in fulfilling its obligations regarding:
· access,
· rectification,
· erasure,
· restriction,
· objection,
· portability, and
· rights relating to automated decision‑making.
8.2 The Provider shall forward any request received directly from a data subject to the Customer within two working days.
8.3 The Provider shall assist the Customer, taking into account the nature of the processing and the information available to the Provider, in ensuring compliance with the Customer’s obligations under Articles 32 to 36 UK GDPR, including in relation to security of processing, personal data breach notification, data protection impact assessments and consultation with the Information Commission where required.


9. Personal Data Breaches
9.1 The Provider shall notify the Customer without undue delay and within 24 hours of becoming aware of a Personal Data Breach.
9.2 The notification must include (as information becomes available):
· nature of the breach and categories of data subjects/data,
· likely consequences,
· measures taken or proposed to address the breach.
9.3 The Provider shall fully cooperate in any investigation or notification required by UK GDPR.

10. Audits and Records
10.1 The Provider shall maintain complete and up‑to‑date records of processing activities.
10.2 The Customer may audit the Provider’s compliance:
· on reasonable notice,
· up to once per contract year (or more frequently following a breach).
10.3 The Provider shall cooperate fully with the Information Commission.

11. End of Contract
11.1 Upon termination, the Customer may instruct the Provider to:
· return all Personal Data,
· securely erase it, or
· both.
11.2 Deletion must be certified in writing.
11.3 The Provider may retain data only where required by UK law, notifying the Customer accordingly.

12. FOIA (Public Authorities Only)
12.1 Where the Customer is a public authority under the Freedom of Information Act 2000 (FOIA), the Provider shall assist the Customer in responding to FOIA requests insofar as they relate to or require access to information held by the Provider on the Customer’s behalf.
12.2 The Provider shall:
· respond to FOIA‑related queries within two working days,
· supply requested information promptly,
· maintain confidentiality where exemptions apply.
12.3 Nothing in this Agreement prevents the Customer from disclosing information where required under FOIA.

13. Caldicott Principles (Where Relevant)
13.1 Where the Customer processes health or social care information or is subject to Caldicott governance (including councils), the Provider shall comply with the Caldicott Principles, ensuring:
· justified purpose,
· minimal necessary data use,
· strict need‑to‑know access,
· lawful and transparent handling,
· staff awareness of confidentiality responsibilities.
13.2 These obligations apply only where the Customer confirms such data is in scope.

14. Procurement Act 2023 Note
14.1 Where the Customer is a contracting authority, the parties acknowledge that procurements commenced on or after 24 February 2025 may fall under the Procurement Act 2023, subject to transitional and savings provisions.
14.2 This clause is informational only and does not modify the Master Agreement.

15. Liability and Indemnity
15.1 The Provider shall indemnify the Customer for losses arising from:
· unlawful processing,
· failure to follow Customer instructions,
· security failures,
· Sub‑processor breaches, or
· breach of this Agreement.

16. General
16.1 If any provision of this Agreement is invalid, the remainder shall remain in effect.
16.2 This Agreement forms part of the Master Agreement and prevails over any conflicting term.
16.3 This Agreement is governed by the law of England and Wales.

Appendix A — Processing Details
This Appendix forms part of the Data Processing Agreement and sets out the details of the processing in accordance with Article 28(3) UK GDPR.
(This information may require input from both the Customer and the Provider, but must be agreed by the Customer before signing.)
A1. Subject Matter of the Processing 
(Provide a short description of what the Provider will process Personal Data for.)
[Insert description]

A2. Duration of the Processing
(State the period during which the Provider will process Personal Data, including any retention periods agreed for operational purposes.)
[Insert duration]

A3. Nature and Purpose of the Processing  
(Describe how the Provider will process the Personal Data and for what purpose(s).)
[Insert nature and purpose]

A4. Types of Personal Data  
(List the categories or types of Personal Data that will be processed (e.g., names, contact information, identifiers, photographs).)
[Insert types of data]

A5. Special Categories of Personal Data 
(State whether the Provider will process any Article 9 “special categories” of Personal Data (for example: health information, biometric data, or data revealing ethnicity or religion).
If special category data will be processed, briefly describe the types involved and the condition under which the Customer is lawfully processing them.)
[Insert details or “None”]
Guidance: 
Special Categories of Personal Data are defined in Article 9 UK GDPR and require additional safeguards and a lawful processing condition. Typical examples include health information, biometric identifiers used for identification, or data revealing ethnicity or religious beliefs. Schools may hold limited health or welfare information about pupils, and councils may hold similar data for staff or service users. Only include this section if the Provider will process such data on your behalf.

A6. Categories of Data Subject  
List the categories of individuals whose Personal Data will be processed (e.g., pupils, staff, service users).
[Insert categories]

A7. International Transfers 
(State whether Personal Data will be transferred outside the UK.  
If yes, indicate the country/countries and the UK Transfer Mechanism used.)
[Insert details or “None”]

A8. Instructions for Return or Deletion 
(State whether Personal Data should be returned, deleted, or both at the end of the contract, and any specific method or format required.)
[Insert instructions]

A9. Additional Instructions (if any) 
(Include any additional controller instructions relevant to this processing.)
[Insert instructions or “None”]


Execution
This Data Processing Agreement is entered into by the parties on the date of the last signature below.

Signed for and on behalf of the Customer (Controller)  

Authorised Signatory: ___________________________  
Name: _________________________________________  
Position: ______________________________________  
Date: _________________________________________

Signed for and on behalf of the Provider (Processor)

Authorised Signatory: ___________________________  
Name: _________________________________________  
Position: ______________________________________  
Date: _________________________________________
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