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1. [bookmark: _Toc238460816]Introduction
[Council Name] recognises that by efficiently managing its records, it will be able to comply with its legal and regulatory obligations and contribute to the effective overall management of the Council. Records provide evidence for protecting the legal rights and interests of the Council and provide evidence for demonstrating performance and accountability. The aim of this policy is to provide a framework for managing the Council’s information to enable the Council to:
· Make informed decisions;
· Be open and transparent;
· Respond appropriately to information requests;
· Protect records;
· Comply with the legislative requirements;
· Effectively work with its partners, and share information as required;
· Demonstrate accountability.
2. [bookmark: _Toc238460817]Objectives
The objective of this policy is to define a framework for [Council Name] to manage data, information, and records.
3. [bookmark: _Toc238460818]Definitions
Data – Raw facts and figures that supply the basis for information.
Information – Data which has been collected, organised, ordered and given both meaning and context.
Record – Information created, received, and maintained as evidence and as an asset by an organisation or person, in pursuit of legal obligations, or in the transaction of business.
Confidential Waste – See Appendix 1
4. [bookmark: _Toc238460819]Scope
This policy applies to all employees of [Council Name] including contract, agency and temporary staff, volunteers and employees of partner organisations working on behalf of [Council Name].
All records created, held, and maintained by [Council Name] in the course of its duties are covered by this policy. This is irrespective of the format of the information, including, but not limited to:
· Paper records
· Electronic records (Word Documents, emails, PowerPoints, database, etc.)
· Photographs, videos, etc.
· Electronic storage media (floppy disc, CDs, DVD and memory sticks)
· Information held within third-party hosted systems, cloud services and business applications used by the Council.
5. [bookmark: _Toc238460820]Responsibilities
The organisation has a corporate responsibility to maintain its records and record keeping systems in accordance with the regulatory environment. The person with overall responsibility for this policy is the [Town Clerk or other designated senior officer].
The person responsible for records management in the Council will give guidance for good records management practice and will promote compliance with this policy so that information will be retrieved easily, appropriately and in a timely way. 
All individuals acting on behalf of the Council are individually responsible for the records they create or hold. Individuals must ensure that records are accurate, maintained securely, and disposed of in accordance with this policy.
6. [bookmark: _Toc238460821]Creation & Storage
All individuals acting on behalf of the Council are responsible for creating and maintaining data, information and records in relation to their work, and storing them in a way which ensures that they can be identified and retrieved when required.
Records must be appropriately stored with due regard for efficiency, cost-effectiveness, security, durability, and access. Appropriate procedures and processes are in place to ensure the physical and intellectual security of Council records. [Can include brief description of security measures here]
Storage conditions and handling processes should be designed to protect records from unauthorised access, loss, destruction, theft, and disaster. This is in line with the UK General Data Protection Regulation (UKGDPR) principles of data protection by design, and integrity and confidentiality. 
The retention of records for longer than necessary is in breach of the UKGDPR, and the duplication of records should be limited to optimise the use of space for storage purposes and to aid data accuracy.
7. [bookmark: _Toc238460822]Retention and Disposal
[bookmark: _Hlk62723288][bookmark: _Hlk62723309]Information held for longer than is necessary carries additional risk and cost, therefore records and information shall only be retained when there is a business or legislative need to do so. Under the UK GDPR and the Data Protection Act 2018 (DPA 2018), personal data processed by an organisation must not be retained for longer than is necessary for its lawful purpose.
The retention of specific documents may be necessary to:
· Fulfil statutory or other regulatory requirements.
· Evidence events/agreements in the case of disputes.
· Meet operational needs.
· Ensure the preservation of documents of historic or other value.
· Evidence safeguarding and child protection matters.
The untimely destruction of documents could cause the Council:
· Difficulty in defending litigious claims
· Operational problems
· Embarrassment
· Failure to comply with the Freedom of Information or Data Protection laws.
Conversely, the permanent retention of all documents where there is no business need or other legal basis to retain them, poses regulatory and security risks, as well as being a breach of personal data.
Appropriate secure disposal is accordingly implemented at the Council in accordance with the Council’s retention schedule for the following reasons:
· To comply with Article 5 of the UK GDPR which states that personal data must not be kept in an identifiable form for longer than is necessary
· To lessen the risk of a data breach through data loss or unauthorised access.
· To increase the efficiency of the exercising of data subject rights.
· To free-up storage space (there is evidence that the de-cluttering of office accommodation can be psychologically beneficial for employees);
· To reduce the risk of fire (in the case of paper records);

1. [bookmark: _Toc208479143][bookmark: _Toc238460756][bookmark: _Toc238460823]
2. [bookmark: _Toc208479144][bookmark: _Toc238460757][bookmark: _Toc238460824]
3. [bookmark: _Toc208479145][bookmark: _Toc238460758][bookmark: _Toc238460825]
4. [bookmark: _Toc208479146][bookmark: _Toc238460759][bookmark: _Toc238460826]
5. [bookmark: _Toc208479147][bookmark: _Toc238460760][bookmark: _Toc238460827]
6. [bookmark: _Toc208479148][bookmark: _Toc238460761][bookmark: _Toc238460828]
7.1 [bookmark: _Toc238460829]Retention Schedule
In line with all relevant legislative requirements, including the UK GDPR and DPA 2018, [Council Name] will keep some forms of information for longer than others. Information will not be kept indefinitely unless there are specific requirements. 
The Council maintains records in line with its Retention Schedule (Appendix 2). 

7.2 [bookmark: _Toc238460830]Definition of Retention Periods
Defining a retention period will be determined on one of the following three factors:
· Statutory requirements.
· Codes of Practice and guidance published by professional bodies.
· In the absence of the above, the retention period will be determined by the needs of the Council.
Defining the retention period based on Council needs must be approved by the (Town Clerk or relevant senior manager) and where necessary in consultation with the DPO. 

7.3 [bookmark: _Toc238460831]Reviewing Retention Periods
Most retention periods will remain static and will relate to legal requirements to retain data. However, retention periods based on codes of practice and guidance published by professional bodies may vary. Any changes to known retention periods should be raised with the Town Clerk and where necessary the DPO. 
This Policy and retention schedule should be reviewed annually or where any other cause requires its immediate correction.

7.4 [bookmark: _Toc238460832]Course of Action at the End of the Retention Period
When a record reaches the end of its retention period in most cases it will be deleted or destroyed. However, these are not the only courses of action that can be taken, and consideration must be made to the relevance of the data for other uses.
In most cases the requirement for further use of data will be identified prior to processing, however there may be occasions where a dataset is identified as having particular relevance to the needs of the Council. 
The following may occur to data after the period of use has expired: [delete where not applicable]
· Anonymisation for statistical needs.
· Transfer to an appropriate archive where it is in the public interest.
· Scientific or historical research purposes.
Appropriate safeguards must be put in place to ensure that wherever personal data is used beyond its original period of retention it is done so legally and in compliance with DPA 2018 and guidance from the Information Commissioner’s Office (ICO).

7.5 [bookmark: _Toc238460833]Disposal 
The Council will [use an accredited confidential waste disposal provider / shred the information on site using a cross-cut shredder / please describe how the Council disposes of confidential waste if neither of the first two options apply]. Information on what should be deemed as confidential waste is detailed in Appendix 1.
Wherever practicable and appropriately secure, disposal methods should encourage recycling.
Electronic files are securely overwritten, in accordance with government guidance, and other media is shredded, incinerated, or otherwise disintegrated for data.
The disposal of Council data, in either paper or electronic form, is conducted in a way that makes reconstruction highly unlikely. Once data has been deleted, it is deemed to be a permanent deletion, irrespective of whether it could technically be reconstructed from a back-up.
Under no circumstances should paper documents containing personal data or confidential information be simply binned or deposited in refuse tips. To do so could result in the unauthorised disclosure of such information to third parties and render the organisation liable to enforcement action by the Information Commissioner’s Office.
If records are accidentally destroyed or discovered, this should be reported as a data breach to [DP Lead], in line with the Data Breach Policy.
The Council may maintain records of disposal activities, particularly where these relate to confidential information or bulk destruction exercises.

7.6 [bookmark: _Toc238460834][bookmark: _Hlk62723527]Archiving [DELETE IF NOT APPLICABLE]
A small percentage of the Council’s records will be selected for permanent preservation as part of the [Council’s/county archives]. It is maintained as a resource to help inspire local residents to understand and appreciate issues of identity, belonging and shared heritage; to prompt memories of local life among many generations of residents; and to serve as a research resource for all interested in the history of [Council Name] and the community it serves.


8. [bookmark: _Toc238460768][bookmark: _Toc238460835][bookmark: _Toc238460769][bookmark: _Toc238460836][bookmark: _Toc238460837]Protective Marking
Protective markings may be written upon documentation where it is used in physical forms. In general, the classification of documentation will relate more specifically to the handling and access that is permitted to that data. Confidential data related to employment purposes for example should only be accessible by HR staff or direct line managers for specific reasons.  
Information deemed to be financially sensitive, or business sensitive may for the purposes of requests made under the Freedom of Information Act be exempt and, in any case, should be handled with more caution than general data.
9. [bookmark: _Toc238460838][bookmark: _Hlk62723599]Monitoring and Compliance
This policy is reviewed annually.
Compliance with this policy shall be monitored through a review process undertaken by the person with overall responsibility for records management within the Council. This will be achieved by an annual survey to check if records are stored securely and can be accessed appropriately.
Should it be found that this policy has not been complied with, or if an intentional breach of the policy has taken place, [Council Name], in consultation with senior management and our Data Protection Officer, shall have full authority to take the immediate steps considered necessary, including disciplinary action.
10. [bookmark: _Toc238460839]Relationship with Existing Policies
This policy has been drawn up within the context of:
· Data Protection Policy
· Data Breach Policy
· [Please include any policies which relate to this policy- e.g. acceptable use policy/email policy]
11. [bookmark: _Toc238460840][bookmark: _Hlk62723650]Approval
This policy was approved by the [Responsible Board] on [DATE]
Signed: [NAME & ROLE]


[bookmark: _Toc238460841]Appendix 1 - What is Confidential Waste?

(1) Any record* which details personal information
What is personal information?
· Relates to and identifies a living person 
· Could help someone identify a person when used with other information 
· Is an expression of opinion about an individual
· Indicates our intentions towards an individual

Such as: Name, Address, Date of Birth, Email, Phone numbers, Location data, IP addresses

(2) Any record* which details special categories of personal data
What are special categories of personal data?
· Racial and/or Ethnic Origin
· Political Opinions
· Religious Beliefs (or other beliefs of a similar nature)
· Trade Union membership
· Biometric Information e.g. Photos
· Mental or Physical Health condition
· Sexual life and Orientation
· Criminal Records are afforded similar protections to special category data and are similarly sensitive

Such as: Safeguarding, Accident/First Aid, Equalities information, Legal records

(3) Any record* which details business/commercially sensitive information
What is business/commercially sensitive information?
· Information which [Council Name] would be affected by any loss of, or unauthorised access to.

Such as: Contracts, opinions on service delivery, tender information.
If you have any doubt, then please treat the information as Confidential



* A Record can be in many formats – e.g. Paper, Post-it notes, Disks, CDs, Tapes, Posters, Emails, etc
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[bookmark: _Toc238460842]Appendix 2 – Retention Schedule

	Reference
	Description
	Legal Basis
	Retention Period
	Action upon Expiry
	Potentially contains SC data
	Protectively Marked
	Notes

	1	Council


	1.1	Member Administration	

	1.1.1
	Register of Member’s addresses
	Legitimate interests
	Date of next election +2 years
	Secure disposal
	No
	Not Protectively Marked
	

	1.1.2
	Allowance Information
	Income Tax (PAYE) Regulations 2003, reg 97
	Not less than 3 years after the end of the tax year to which they relate
	Secure disposal 
	No
	Confidential
	

	1.1.3
	DBS Checks
	Legitimate interests
	6 Months 
	Secure Disposal
	Yes
	Confidential
	

	1.1.4
	Record of meeting attendance
	Local Government Act 1972, sch.12(40)
	Date of next election +2 years

	Secure Disposal
	No
	Not Protectively Marked
	

	1.2	Register of Interests



	1.2.1
	Register of Member’s interests, gifts, hospitality, and third-party transactions
	Localism Act 2011 s.29
	Date of next election + 6 years 
	Secure Disposal
	Yes
	Not Protectively Marked
	

	1.3	Corporate Gifts

	1.3.1
	Receipt of gifts
	Legitimate interests
	Financial year of receipt + 8 years
	Secure Disposal
	Yes
	Not Protectively Marked


	

	1.4	Code of Conduct

	1.4.1
	Records relating to Member’s Code of Conduct
	Localism Act 2011 s.28
	Date of Code of Conduct + 6 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	1.4.2
	Records relating to the investigation of complaints regarding breaches of the Member’s Code of Conduct
	Localism Act 2011 s.28
	Date of investigation + 1 year
	Secure disposal
	Yes
	Confidential
	

	1.5	Member Training

	1.5.1
	Records relating to Member training
	Legitimate interests
	Current Year + 6 Years
	Secure disposal
	Yes
	Not Protectively Marked
	

	1.6	Constitution

	1.6.1
	Council Constitution (Policies and Procedures)
	Legitimate interests
	Until superseded 
	Permanent preservation
	No
	Not Protectively Marked
	

	1.7	Meetings

	1.7.1
	Meeting Schedule
	Legitimate interests
	4 years
	Permanent preservation
	No
	Not Protectively Marked
	

	1.7.2
	Agendas and reports for full Council
	Legitimate interests
	Date of meeting + 8 years
	Permanent preservation
	No
	Not Protectively Marked
	

	1.7.3 
	Agendas and reports for committee meetings
	Legitimate interests
	Date of meeting + 8 years
	Permanent preservation
	No
	Not Protectively Marked

	

	1.7.4
	Agendas and reports for working groups
	Legitimate interests
	Date of meeting + 8 years
	Permanent preservation
	No
	Not Protectively Marked

	

	1.7.5
	Draft minutes
	Legitimate interests
	Date of meeting + 8 years
	Disposal
	No
	Not Protectively Marked
	

	1.7.6
	Signed minutes
	Local Government Act 1972 sch.12(19)
	Date of meeting + 8 years
	Permanent preservation
	No
	Not Protectively Marked
	

	1.7.7
	Audio recordings of meetings
	Legitimate interests
	Until transposed
	Secure disposal
	No
	Not Protectively Marked
	

	1.7.8
	Minute taker notes
	Legitimate interests
	Until transposed
	Secure disposal
	No
	Not Protectively Marked
	

	2	Accounting

	2.1	Budget

	2.1.1
	Budget setting and calculations
	HMRC-Compliance Handbook Manual CH15400
	Financial year + 6 years
	Secure disposal
	No
	Not Protectively Marked
	Financial sensitive

	2.1.2
	Approved budgets
	HMRC-Compliance Handbook Manual CH15400

	Financial year + 6 years
	Secure disposal
	No
	Not Protectively Marked
	Financial sensitive

	2.1.3
	Budget monitoring
	HMRC-Compliance Handbook Manual CH15400

	Financial year + 6 years
	Secure disposal
	No
	Not Protectively Marked
	Financial sensitive

	2.1.4
	Cashbook & account book reconciliations
	HMRC-Compliance Handbook Manual CH15400

	Financial year + 6 years
	Secure disposal
	No
	Not Protectively Marked
	Financial sensitive

	2.2	Expenditure

	2.2.1
	Paid Invoices
	HMRC-Compliance Handbook Manual CH15400

	Financial year + 6 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	2.3	Income

	2.3.1
	Paying in books
	HMRC-Compliance Handbook Manual CH15400

	Financial year + 6 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	2.3.2
	Cash receipt book
	HMRC-Compliance Handbook Manual CH15400

	Financial year + 6 years
	Secure disposal
	No
	Not Protectively Marked
	Financial sensitive

	2.4	Payroll

	2.4.1
	Payroll records
	HMRC-Compliance Handbook Manual CH15400

	Financial year + 6 years
	Secure disposal
	Yes
	Confidential
	Financial sensitive

	2.4.2
	Payroll forms
	Legitimate interests
	Duration of employment
	Secure disposal



	Yes
	Confidential
	Financial sensitive

	2.5	Pensions

	2.5.1
	Staff pension contributions records
	The Retirement Benefits Schemes (Information Powers) Regulations 1995 s.15
	End of scheme + 6 years
	Secure disposal
	Yes
	Confidential
	Financial sensitive

	2.6	Banking

	2.6.1
	Bank statements
	HMRC-Compliance Handbook Manual CH15400

	Financial year + 6 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	2.6.2
	Cheque stubs
	HMRC-Compliance Handbook Manual CH15400

	Financial year + 6 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	2.7	Investment Management

	2.7.1
	Investment records
	Legitimate Interests (Audit)
	Indefinitely
	Permanent preservation
	No
	Not Protectively Marked
	Financial sensitive

	2.8	Annual Accounts

	2.8.1
	Annual accounts closure records
	Legitimate Interests (Audit)
	Indefinitely
	Permanent preservation
	No
	Not Protectively Marked
	Financial sensitive

	2.9	VAT

	2.9.1
	VAT records
	HMRC-Compliance Handbook Manual CH15400

	Financial year + 6 years
	Secure disposal
	No
	Not Protectively Marked
	Financial sensitive

	3	Staff Administration

	3.1	Absence

	3.1.1
	Annual leave records
	Limitation Act 1980 s.5

	Financial year + 6 years
	Secure disposal
	Yes
	Confidential
	

	3.1.2
	Unpaid leave
	Limitation Act 1980 s.5

	Financial year + 6 years
	Secure disposal
	Yes
	Confidential
	

	3.1.3
	Parental leave
	Limitation Act 1980 s.5
	5 years from birth/adoption or 18 years if the child receives disability allowance
	Secure disposal
	Yes
	Confidential
	

	3.1.4
	Maternity/paternity leave
	The Statutory Maternity Pay (General) Regulations 1986 s.26
	Financial year + 3 years
	Secure disposal
	Yes
	Confidential
	

	3.1.5
	Sickness records
	Limitation Act 1980 s.5
	6 years after cessation of employment 
	Secure disposal
	Yes
	Confidential
	

	3.1.6
	Statutory Sick Pay (SSP) records
	The Statutory Sick Pay (General) Regulations 1982, reg 13
	3 years after the end of each tax year
	Secure disposal
	Yes
	Confidential
	

	3.1.7
	Medical certificates
	Limitation Act 1980 s.5
	6 years after cessation of employment

	Secure disposal
	Yes
	Confidential
	

	3.2	Disciplinary Matters

	3.2.1
	Written warning
	Legitimate interests
	Date of warning + 6 months
	Secure disposal
	Yes
	Confidential
	

	3.2.2
	Disciplinary records
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.3	Occupational Health

	3.3.1
	Work place assessment records
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.3.2
	Health & safety training records
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.4	Employee Information

	3.4.1
	Records relating to employment history
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	`

	3.4.2
	References received
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.4.3
	Application & CV for successful candidates
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.4.4
	Application & CV for unsuccessful candidates
	ICO Employment Practices Code para 1.7
	6 months after position filled or vacancy closed
	Secure disposal
	Yes
	Confidential
	

	3.4.5
	Interview notes
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.4.6
	Appraisal documentation (inc. probationary interviews, promotions & demotions)
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.4.7
	Next of kin information
	Legitimate interests
	Upon cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.4.8
	Timesheets
	The Working Time Regulations 1998, Part II
	2 years after creation date
	Secure disposal
	Yes
	Confidential
	

	3.4.9
	Induction records
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.4.10
	Employment contracts
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.4.11
	Copies of identification documents
	Immigration (Restrictions on Employment) Order 200, s.6
	2 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.4.12
	Job descriptions
	Legitimate interests
	Until superseded

	Secure disposal
	Yes
	Confidential
	

	3.4.13
	DBS checks
	Legitimate interests
	6 months after joining
	Secure disposal
	Yes
	Confidential
	

	3.4.14
	Right to work checks
	Immigration, Asylum and Nationality Act 2006, s.15-25.
	Current year + 3 years
	Secure disposal
	Yes
	Confidential
	

	3.4.15
	Salary information (tax & NI)
	Income Tax (Pay As You Earn) Regulations 2003, reg 97
	3 years after the end of each tax year
	Secure disposal
	Yes
	Confidential
	Financial sensitive

	3.4.16
	Records concerning a temporary worker
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.4.17
	Redundancy records
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	3.5	Training

	3.5.1
	Training records
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Not Protectively Marked
	

	3.5.2
	Training certificates
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Not Protectively Marked
	

	3.5.3
	Training evaluation
	Legitimate interests
	Upon cessation of employment

	Secure disposal
	Yes
	Not Protectively Marked
	

	3.6	Health and Safety

	3.6.1
	Accident reports
	The Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 1995
	3 years from date of accident or 3 years from 21st birthday if under 18 at the time of the accident
	Secure disposal
	Yes
	Confidential
	

	4	Access to Information

	4.1	Freedom of Information

	4.1.1
	FOI Requests
	Freedom of Information Act 2000 
	Date of requests + 3 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	4.1.2
	FOI Responses
	Freedom of Information Act 2000
	Date of requests + 3 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	4.1.3
	FOI Records log
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	4.2	Subject Access Requests (SAR)

	4.2.1
	SARs
	General Data Protection Regulations art.15

	Date of requests + 3 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	4.2.2
	SAR responses
	General Data Protection Regulations art.15

	Date of requests + 3 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	4.2.3
	SAR log
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	5	Communication

	5.1	Correspondence

	5.1.1
	Emails
	Legitimate interests
	1 Year
	Secure disposal
	Yes
	Not Protectively Marked
	

	5.1.2
	Messenger
	Legitimate interests
	1 Year
	Secure disposal
	Yes
	Not Protectively Marked
	

	5.1.3
	Post
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	5.1.4
	Voice messages
	Legitimate interests

	I month
	Secure disposal
	Yes
	Not Protectively Marked
	

	5.2	Publications

	5.2.1
	Newsletters
	Legitimate interests
	Permanent 
	Permanent preservation
	Yes
	Not Protectively Marked
	

	5.2.2
	Local PR
	Legitimate interests
	Permanent
	Permanent preservation
	Yes
	Not Protectively Marked

	

	5.2.3
	Leaflets, flyers & posters
	Legitimate interests
	Permanent
	Permanent preservation
	Yes
	Not Protectively Marked

	

	5.2.4
	Website blogs
	Legitimate interests
	Council term
	Permanent preservation
	Yes
	Not Protectively Marked

	

	5.3	Social Media

	5.3.1
	Twitter feeds
	Legitimate interests
	Permanent
	n/a
	Yes
	Not Protectively Marked
	

	5.3.2
	Facebook posts
	Legitimate interests
	Permanent
	n/a
	Yes
	Not Protectively Marked
	

	5.3.3
	Instagram
	Legitimate interests
	Permanent
	n/a
	Yes
	Not Protectively Marked
	

	5.4	Annual Reports

	5.4.1
	Annual report
	Legitimate interests
	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	

	5.5	Transparency

	5.5.1
	Council Expenditure
	Local Government Transparency Code 2015
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial sensitive

	5.5.2
	Grants approved
	Local Government Transparency Code 2015
	Current Council term + 4 years
	Disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	5.5.3
	Fraud reporting
	Local Government Transparency Code 2015

	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	5.5.4
	Procurement
	Local Government Transparency Code 2015

	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial sensitive

	6	Public Contact

	6.1	Feedback

	6.1.1
	Emails
	Legitimate interests
	Current Council term + 4 years
	Disposal
	Yes
	Not Protectively Marked

	

	6.1.2
	Webforms
	Legitimate interests
	Current Council term + 4 years
	Disposal
	Yes
	Not Protectively Marked

	

	6.2	Complaints

	6.2.1
	Complaints
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked

	

	6.2.2
	Responses
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	6.3	Enquiries

	6.3.1
	Emails
	Legitimate interests
	Current Council term + 4 years
	Disposal
	Yes
	Not Protectively Marked
	

	6.3.2
	Webforms
	Legitimate interests
	Current Council term + 4 years
	Disposal
	Yes
	Not Protectively Marked
	

	7	Public Consultations

	7.1	Consultation Surveys

	7.1.1
	Physical surveys
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	

	7.1.2
	Electronic surveys
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	

	7.2	Consultation Responses

	7.2.1
	Physical responses
	Legitimate interests
	1 year after consultation
	Secure disposal
	Yes
	Not Protectively Marked
	

	7.2.2
	Electronic/online responses
	Legitimate 
interests

	1 year after consultation
	Secure disposal
	Yes
	Not Protectively Marked
	

	7.2.3
	Consultation reports
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	

	8	Asset Management

	8.1	Licences

	8.1.1
	Asset licences
	Legitimate interests
	Date licence ends + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	8.2	Asset valuation

	8.2.1
	Asset register
	Legitimate interests
	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	Financial/business sensitive

	9	Information Security

	9.1	IT Security

	9.1.1
	Breach log
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	9.1.2
	Breach details
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	9.2	Personal Data Security

	9.2.1
	Breach log
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked

	

	9.2.2
	Breach records
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	10	Business Continuity

	10.1	Planning and incident recording

	10.1.1
	Business continuity plans 
	Legitimate interests
	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	Financial/business sensitive

	10.1.2
	Incident Log
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	10.1.3
	Incident records
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	11	Records Management

	11.1	Disposal Records

	11.1.1
	ICT asset disposal records
	Legitimate interests
	Date of disposal + 8 years
	Disposal
	No
	Not Protectively Marked
	

	11.1.2
	Confidential waste disposal records
	Legitimate interests
	Date of disposal + 8 years
	Disposal
	No
	Not Protectively Marked
	

	11.1.3
	Electronic disposal records
	Legitimate interests
	Date of disposal + 4 years

	Disposal
	No
	Not Protectively Marked
	

	11.1.4
	Record disposal records
	Legitimate interests
	Date of disposal + 8 years
	Disposal
	No
	Not Protectively Marked
	

	12	Civic Functions

	12.1	Mayoral Administration 

	12.1.1
	Mayoral correspondence
	Legitimate interests
	2 years
	Secure disposal
	Yes
	Confidential
	

	12.1.2
	Weekly reports
	Legitimate interests
	2 years
	Disposal
	No
	Not Protectively Marked
	

	12.1.3
	Protocol
	Legitimate interests
	Permanent 
	Permanent preservation
	No
	Not Protectively Marked
	

	12.1.4
	Web page data
	Legitimate interests
	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	

	12.1.5
	Disabilities and allergies
	Legitimate interests
	End of post
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.1.6
	Event risk assessments 
	Legitimate interests
	Date of the event + 4 years
	Disposal
	No
	Not Protectively Marked
	

	12.2	Civic Engagements

	12.2.1
	Invitations
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.2.2
	Online request form via website
	Legitimate interests
	1 year
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.2.3
	Booking forms
	Legitimate interests

	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.2.4
	Postal correspondence
	Legitimate interests

	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.2.5
	Electronic
correspondence
	Legitimate interests

	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked

	

	12.2.6
	Checklist forms
	Legitimate interests
	Duration of Mayor’s term
	Disposal
	No
	Not Protectively Marked
	

	12.2.7
	Civic Diary
	Legitimate interests
	Current Council term + 4 years

	Secure disposal
	Yes
	Not Protectively Marked
	

	12.3	Charity Fundraising Events  

	12.3.1
	Invitations
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked

	

	12.3.2
	Booking Forms
	Legitimate interests
	6 months after conclusion of event
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.3.3
	Promotion
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	

	12.3.4
	Correspondence with third parties and venues
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.3.5
	Copies of third part Public Liability Insurance (PLI) 
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	No
	Not Protectively Marked
	

	12.3.6
	Guest lists and invitations
	Legitimate interests
	6 months after conclusion of event
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.4	Civic Events

	12.4.1
	Invitations
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.4.2
	RSVPs
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.4.3
	Promotion
	Legitimate interests
	Current Council term + 4 years

	Disposal
	No
	Not Protectively Marked
	

	12.4.4
	Programme/order of service
	Legitimate interests
	Current Council term + 4 years

	Disposal
	No
	Not Protectively Marked

	

	12.4.5
	Correspondence with third parties and venues
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.4.6
	Copies of third part Public Liability Insurance (PLI)
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	

	12.4.7
	Guest lists & guest information
	Legitimate interests
	6 months after conclusion of event
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.5	Christmas Cards

	12.5.1
	Distribution list
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.5.2
	Address labels
	Legitimate interests
	1 year
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.6	Civic Awards

	12.6.1
	Promotion
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	

	12.6.2
	Completed nominations
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.6.3
	Nomination summary
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	12.6.4
	PR following ceremony
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked

	

	13	Events and Projects

	13.1	Event Planning and Delivery

	13.1.1
	Planning documentation
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	13.1.2
	Risk assessments
	Legitimate interests
	Date of event + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	13.1.3
	Programme/order of service
	Legitimate interests

	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	

	13.1.4
	Third party risk assessments
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	13.1.5
	Service Level Agreements
	Legitimate interests
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	13.1.6
	Business/resident info letters
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	13.1.7
	Copies of third part Public Liability Insurance (PLI)
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	13.1.8
	Invitations
	Legitimate interests

	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	13.1.9
	Booking forms
	Legitimate interests
	6 months after conclusion of event
	Disposal
	No
	Not Protectively Marked
	

	13.1.10
	Guest lists & guest information
	Legitimate interests
	6 months after conclusion of event
	Secure disposal
	Yes
	Not Protectively Marked
	

	14	Partnerships

	14.1	Service Level Agreements

	14.1.1
	Signed SLAs
	Local Audit and Accountability Act 2014

	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	15	Audit

	15.1	Internal Audit

	15.1.1
	Audit Report
	Local Audit and Accountability Act 2014
	Current Council term + 4 years
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	15.2	External Audit

	15.2.1
	Audit submission
	Local Audit and Accountability Act 2014

	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	Financial/business sensitive

	15.2.2
	Audit supporting documents
	Local Audit and Accountability Act 2014
	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	Financial/business sensitive

	15.2.3
	Audit conclusion
	Local Audit and Accountability Act 2014
	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	Financial/business sensitive

	15.2.4
	Audit certificate
	Local Audit and Accountability Act 2014
	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	Financial/business sensitive

	16	Media Liaison

	16.1	Press Correspondence

	16.1.1
	Press releases
	Legitimate interests
	Current Council term + 4 years
	Disposal
	Yes
	Not Protectively Marked
	

	[bookmark: _Hlk25932324]16.1.2
	Press statements
	Legitimate interests
	Current Council term + 4 years
	Disposal
	Yes
	Not Protectively Marked
	

	17	Procurement and Contracts

	17.1	Records of Contracts and Tenders

	17.1.1
	Quotes
	Legitimate interests
	1 year after the end of the tender process
	Secure disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	17.1.2
	Invitation to Tender (ITT)
	Limitation Act 1980 s.5
	6 years after end of contract
	Disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	17.1.3
	Unsuccessful tenders
	Legitimate interests
	1 year after the end of the tender process
	Secure disposal
	No
	Not Protectively Marked
	Financial/business sensitive

	17.1.4
	Successful tenders
	Limitation Act 1980 s.5
	6 years after end of contract
	Secure disposal
	No
	Not Protectively Marked

	Financial/business sensitive

	17.1.5
	Signed contracts
	Limitation Act 1980 s.5
	6 years after end of contract
	Secure disposal
	No
	Not Protectively Marked

	Financial/business sensitive

	17.1.6
	Contract/tender register
	Legitimate interests
	Permanent
	Permanent preservation
	No


	Not Protectively Marked

	Financial/business sensitive

	18	Insurance

	18.1	Insurance Policies

	18.1.1
	Employer’s Liability and Public Liability Insurance policies
	The Employers' Liability (Compulsory Insurance) Regulations 1998
	Date of expiry of policy + 40 years
	Disposal
	No
	Not Protectively Marked
	Financial sensitive

	18.1.2
	Claims made against the Council insurance policies – personal injury
	Legitimate interests
	Case concluded + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	18.1.3
	Register of insurance claims against the Council
	Legitimate interests
	Permanent
	Permanent preservation
	Yes
	Not Protectively Marked
	Financial sensitive

	18.1.4
	Register of claims made by the Council
	Legitimate interests
	Permanent
	Permanent preservation
	Yes
	Not Protectively Marked

	Financial sensitive

	19	Photographs

	19.1	Members/Staff Photographs

	19.1.1
	Members (ward photos)
	Legitimate interests
	Upon cessation of employment
	Secure disposal
	Yes
	Not Protectively Marked
	

	19.1.2
	Members (PR & event photos)
	Legitimate interests
	Permanent
	Permanent preservation
	Yes
	Not Protectively Marked
	

	19.1.3
	Officers (staff photo)
	Legitimate interests

	Upon cessation of employment
	Secure disposal
	Yes
	Not Protectively Marked
	

	19.1.4
	Officers (PR & event photos)
	Legitimate interests

	Permanent
	Permanent preservation
	Yes
	Not Protectively Marked
	

	19.2	Event Photographs

	19.2.1
	Volunteers (official & engagement/events)
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	

	19.2.2
	Volunteers (Proof of ID/certification)
	Legitimate interests
	Upon cessation of employment
	Secure disposal
	Yes
	Not Protectively Marked

	

	19.2.3
	Civic events
	Legitimate interests
	Permanent
	Permanent preservation
	Yes
	Not Protectively Marked
	

	19.2.4
	Community events
	Legitimate interests
	Permanent
	Permanent preservation
	Yes
	Not Protectively Marked
	

	19.2.5
	Grant awards
	Legitimate interests
	Permanent
	Permanent preservation
	Yes
	Not Protectively Marked
	

	20	Consent Forms

	20.1	Individual Consent

	20.1.1
	Electronic
	GDPR
	Not more than 2 years after last contact
	Secure disposal
	Yes
	Not Protectively Marked
	

	20.1.2
	Physical
	GDPR
	Not more than 2 years after last contact
	Secure disposal
	Yes
	Not Protectively Marked
	

	21	Whistleblowing

	21.1	Whistleblowing Records

	21.1.1
	Allegation
	Public interest
	Date of requests + 5 years

	Secure disposal
	Yes
	Confidential
	

	21.1.2
	Correspondence with Whistleblower
	Public interest
	Date of requests + 5 years

	Secure disposal
	Yes
	Confidential
	

	21.1.3
	Investigation records
	Public interest
	Date of requests + 5 years
	Secure disposal
	Yes
	Confidential
	

	22	Grants

	22.1	Grant Records

	22.1.1
	Policy
	HMRC-Compliance Handbook Manual CH15400
	Until superseded
	Disposal
	No
	Not Protectively Marked
	Financial sensitive

	22.1.2
	Small grant applications
	HMRC-Compliance Handbook Manual CH15400
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	22.1.3
	Large grant applications
	HMRC-Compliance Handbook Manual CH15400
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	22.1.4
	Application summary
	HMRC-Compliance Handbook Manual CH15400
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	22.1.5
	Grant offer letter
	HMRC-Compliance Handbook Manual CH15400
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	22.1.6
	Grant rejection letter
	HMRC-Compliance Handbook Manual CH15400

	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	22.1.7
	Grant scheme feedback request
	HMRC-Compliance Handbook Manual CH15400
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	22.1.8
	Grant scheme feedback response
	HMRC-Compliance Handbook Manual CH15400
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	22.1.9
	Grants committed log
	HMRC-Compliance Handbook Manual CH15400
	Current Council term + 4 years
	Secure disposal
	Yes
	Not Protectively Marked
	Financial sensitive

	23	Volunteers

	23.1	Mayor’s Volunteers

	23.1.1
	Contact details
	Legitimate interests
	One Council term
	Secure disposal
	Yes
	Confidential
	

	23.1.2
	Post acceptance (Cadet)
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Confidential
	

	23.1.3
	Nomination (Cadet)
	Legitimate interests
	Current Council term + 4 years
	Secure disposal
	Yes
	Confidential
	

	23.2	Town Crier

	23.2.1
	Allowance information (tax & NI)
	Income Tax (Pay As You Earn) Regulations 2003, reg 97
	Current financial year + 3 years
	Secure disposal
	Yes
	Confidential
	

	23.2.2
	DBS Checks
	Care Act 2014
	Current year + 3 years (life of a DBS check)

	Secure disposal
	Yes
	Confidential
	

	23.2.3
	Application & CV for successful candidates
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	23.2.4
	Application & CV for unsuccessful candidates
	ICO Employment Practices Code para 1.7
	6 months after post filled
	Secure disposal
	Yes
	Confidential
	

	23.2.5
	Interview notes
	Limitation Act 1980 s.5
	6 years after cessation of employment
	Secure disposal
	Yes
	Confidential
	

	23.2.6
	Contact details
	Legitimate interests
	One Council term

	Secure disposal
	Yes
	Confidential
	

	23.3	Traffic Marshalls

	23.3.1
	Contact details
	Legitimate interests
	One Council term

	Secure disposal
	Yes
	Confidential
	

	23.3.2
	Traffic management certification
	Legitimate interests
	Current Council term + 4 years

	Secure disposal
	Yes
	Not Protectively Marked
	

	24	Contacts

	24.1	Contact Details

	24.1.1
	Contacts spreadsheet
	Legitimate interests
	Permanent
	Permanent preservation
	Yes
	Confidential
	

	24.1.2
	Key contacts spreadsheet
	Legitimate interests
	Permanent
	Permanent preservation


	Yes
	Confidential
	

	25	Council Property

	25.1	General Properties

	25.1.1
	Deeds of title
	Legitimate interests
	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	Financial/business sensitive

	25.1.2
	Searches and surveys
	Legitimate interests
	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	Financial/business sensitive

	25.1.3
	Lease
	Legitimate interests
	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	Financial/business sensitive

	25.2	Town Centre Public Conveniences

	25.2.1
	Legal documentation
	Legitimate interests
	Permanent
	Permanent preservation
	No
	Not Protectively Marked
	Financial/business sensitive

	25.3	Allotments

	25.3.1
	Records relating to allotment holder
	Legitimate interests

	Tenure of plot
	Secure disposal
	Yes
	Confidential
	

	25.3.2
	Legal documentation
	Legitimate interests
	Permanent
	Permanent preservation
	No
	Not Protectively Marked

	

	25.3.3
	Allotment policies
	Legitimate interests
	Until superseded
	Disposal
	No
	Not Protectively Marked

	

	26	Competition

	26.1	Competition Details and Entries

	26.1.1
	Competition details
	Legitimate interests
	Current Council term + 4 years

	Disposal
	No
	Not Protectively Marked
	

	26.1.2
	Entries
	Legitimate interests
	End of competition
	Secure disposal
	Yes
	Confidential
	

	26.1.3
	Parental Consent for publication
	General Data Protection Regulations art.6
	Permanent
	Permanent preservation
	Yes
	Confidential
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