
[image: cid:image003.jpg@01D48B13.37B0F350]Using Generative AI Policy            	
[bookmark: _Toc93327267]
Contents
1	Associated Documents	3
2	Introduction	3
3	Purpose	3
4	Scope	3
5	Roles and Responsibilities	3
5.1	Chief Executive Officer (CEO)	3
5.2	Corporate Leadership Team (CLT)	3
5.3	The ICT Architecture Board (ICTAB)	3
5.4	Senior Information Risk Owner (SIRO)	3
5.5	Information Asset Owner (IAO)	3
5.6	Information Asset Administrator	3
5.7	Data Protection Officer (DPO)	3
5.8	Head of IT Service Operations	4
5.9	Departmental Managers	4
5.10	All Staff	4
6	Using Generative AI	4
6.1	Governance	5
6.2	Vendors	5
6.3	Copyright	5
6.4	Accuracy	5
6.5	Confidentiality	5
6.6	Ethical Use	5
6.7	Disclosure	6
6.8	Integration with other tools	6
7	Risks	6
7.1	Legal Compliance	6
7.2	Bias and discrimination	7
7.3	Security	7
7.4	Data sovereignty and protection	7
8	Compliance	7
9	Audit and review	7
10	Approval	7



	Version
	Date
	Summary of changes
	Author

	V1.0
	June 2024
	Initial
	One West

	V2.0
	Aug 2026
	Reformatting
	One West




[bookmark: _Toc237440140]Associated Documents
· Data Protection Policy 
· Information Security Policy 
[bookmark: _Toc237440141]Introduction
Council Name is responsible for ensuring the confidentiality, integrity, and availability of its data and that of resident and customer data stored on its systems. This policy provides formal guidance on the use of Generative Artificial Intelligence within the authority. 
[bookmark: _Toc237440142]Purpose
The purpose of this policy document is to provide a framework for the use of publicly available Generative Artificial Intelligence Large Language Models (GenAI) such as ChatGPT, Bard, Bing or other similar tools by council employees, contractors, developers, vendors, temporary staff, consultants or other third parties, hereinafter referred to as ‘users’. 

This policy is designed to ensure that the use of GenAI is ethical, complies with all applicable laws, regulations, and Council policies, and complements the Council’s existing information and security policies. The pace of development and application of GenAI is such that this policy will be in a constant state of development. Please share your feedback, suggestions and experiences to enable us to improve the policy and to ensure that it continues to meet the needs of councils. 
[bookmark: _Toc237440143]Scope
This policy applies to all users with access to GenAI, through any available channel, in pursuit of council activities. It is the responsibility of staff working with contractors, consultants and third parties to ensure this policy is brought to their attention and that they follow the principles at all times. 
[bookmark: _Toc237440144]Roles and Responsibilities
[bookmark: _Toc237439834][bookmark: _Toc237440145]Chief Executive Officer (CEO)
As Accountable Officer, the CEO is responsible for overall leadership of the council’s workforce and has the ultimate responsibility for ensuring compliance with all related information security and information security standards and best practices, such as Cyber Essentials. The CEO delegates aspects of their information security responsibilities to the ICT Architecture Board and the Senior Information Risk Owner (SIRO).
[bookmark: _Toc237440146]Corporate Leadership Team (CLT)
The CLT is accountable for approving a framework for managing and overseeing its duties in relation to Information Security as set out in this policy, and providing commitment to, and support for, Information Security. The ICT Architecture Board supports CLT in its role as the governing body for all operational matters relating to information governance and information security.
[bookmark: _Toc237440147]The ICT Architecture Board (ICTAB)
The ICTAB is responsible for being the designated council owner of the Information Security Policy; the maintenance and review of the Information Security Policy, Standards, and associated sub-policies of the Framework, the provision of training and education on information security for all Users, and other specific responsibilities defined in the associated policies and in its Terms of Reference.
[bookmark: _Toc237440148]Senior Information Risk Owner (SIRO)
The SIRO has responsibility for information risk at Board level. As an executive who is familiar with information risks and their mitigations; Including risk assessment methodology, the SIRO may provide briefings and reports to the Board on matters of performance and information assurance.
[bookmark: _Toc237440149]Information Asset Owner (IAO)
IAOs are members of staff who are senior enough to make decisions concerning asset(s) including ensuring information risk assessments are undertaken for all their information assets. Council IAOs are Directors or Senior Managers but they can assign day-to-day responsibility for each information asset to an administrator or manager. Their role includes providing assurance to the SIRO on the security and use of these assets.
[bookmark: _Toc237440150]Information Asset Administrator
IAAs provide support to their IAO by ensuring that policies and procedures relating to information governance, information security and data protection are followed, recognising actual or potential security incidents/threats, consulting with their IAO on the impacts of incidents, and ensuring that their element of the Council’s Information Asset Register is accurate and kept up to date.
There should be at least one IAA for each IAO, and they are typically Service Leads/Line Managers/operational staff responsible for one or more information assets.
[bookmark: _Toc237440151]Data Protection Officer (DPO)
The Assistant Director Legal & Governance and Monitoring has been appointed as the Data Protection Officer and is responsible for the escalation and management of data protection related issues to the Council’s Senior Management Team. The Assistant Director Legal & Governance and Monitoring is the executive lead for cyber security. The DPO who is also the Council’s Monitoring Officer will ensure that the Declaration of Acceptance of Office signed by members includes a confidentiality agreement.
[bookmark: _Toc237440152]Head of IT Service Operations
The Head of IT Service Operations is responsible for technical implementation of this policy, and for the creation, upkeep and adoption of Standard Operating Procedures as required to enact the requirements of this policy. Responsibilities also include communication and upkeep of this and associated security policies, facilitating training, and ensuring that all operational procedures produced effectively reflect the requirements of this policy.
[bookmark: _Toc237440153]Departmental Managers
Managers are responsible for ensuring that all staff comply with published information governance and security policies and procedures and that these are effectively communicated to their teams. They are also responsible for ensuring that appropriate time is allocated to staff for training where scheduled. Managers are responsible for ensuring any contractors they engage are compliant with all information governance and security policies and procedures.
A standard confidentiality agreement is available on [ADD WHERE] and is maintained by the Information Governance Team. It is the responsibility of managers to ensure that any Users who are not an employee of the Council sign a confidentiality agreement before being given access to the Council’s ICT systems or information and to keep a secure record of the agreement.
[bookmark: _Toc237440154]All Staff
It is the responsibility of all staff to ensure the confidentiality, availability and integrity of data belonging to the Council and to comply with the requirements of the Data Protection Legislation and Caldicott recommendations.
[bookmark: _Toc237440155]Using Generative AI
Use of GenAI must be in a manner that promotes fairness and avoids bias to prevent discrimination and promote equal treatment and be in such a way as to contribute positively to the council’s goals and values. Users may use GenAI for work-related purposes subject to adherence to the following policy. 
This includes tasks such as generating text or content for reports, emails, presentations, images, and customer service communications. Particular attention should be given to Governance, Vendor practices, Copyright, Accuracy, Confidentiality, Disclosure, and Integration with other tools. 
[bookmark: _Toc237440156]Governance
Before accessing GenAI technology, users must first notify the Council’s Information Governance Team of their intention to use, the treason for use and the expected information to be input as well as the generated output and distribution of content.
[bookmark: _Toc237440157]Vendors
Any use of GenAI technology in pursuit of council activities should be done with full acknowledgement of the policies, practices and terms and conditions of developers/vendors.
[bookmark: _Toc237440158]Copyright
Users must adhere to copyright laws when utilising GenAI. It is prohibited to use GenAI to generate content that infringes upon the intellectual property rights of others, including but not limited to copyrighted material. If a user is unsure whether a particular use of GenAI constitutes copyright infringement, they should contact the legal advisor or Information Governance Team before using GenAI.
[bookmark: _Toc237440159]Accuracy
All information generated by GenAI must be reviewed and edited for accuracy prior to use. Users of GenAI are responsible for reviewing output and are accountable for ensuring the accuracy of GenAI generated output before use/release. If a user has any doubt about the accuracy of information generated by GenAI, they should not use GenAI.
[bookmark: _Toc237440160]Confidentiality
Confidential and personal information must not be entered into a GenAI tool, as information may enter the public domain. Users must follow all applicable data privacy laws and organisational policies when using GenAI. If a user has any doubt about the confidentiality of information, they must not use GenAI.
[bookmark: _Toc237440161]Ethical Use
GenAI must be used ethically and in compliance with all applicable legislation, regulations and organisational policies. Users must not use GenAI to generate content that is discriminatory, offensive, or inappropriate. If there are any doubts about the appropriateness of using GenAI in a particular situation, users should consult with their supervisor or Information Governance Team.
[bookmark: _Toc237440162]Disclosure
Content produced via GenAI must be identified and disclosed as containing GenAI-generated information.
Example: Note: This document contains content generated by Artificial Intelligence (AI). AI generated content has been reviewed by the author for accuracy and edited/revised where necessary. The author takes responsibility for this content.
[bookmark: _Toc237440163]Integration with other tools
API and plugin tools enable access to GenAI and extended functionality for other services to improve automation and productivity outputs. Users should follow OpenAI’s Safety Best Practices:
· Adversarial testing
· Human in the loop (HITL)
· Prompt engineering
· “Know your customer” (KYC)
· Constrain user input and limit output tokens
· Allow users to report issues
· Understand and communicate limitations
· End-user IDs.
API and plugin tools must be rigorously tested for:
· Moderation – to ensure the model properly handles hate, discriminatory, threatening. Etc. inputs appropriately.
· Factual responses – provide a ground of truth for the API and review responses accordingly.
[bookmark: _Toc237440164]Risks
Use of GenAI carries inherent risks. A comprehensive risk assessment must be conducted for any project or process where the repeated use of GenAI is proposed. The risk assessment should consider potential impacts including legal compliance, bias and discrimination, security (including technical protections and security certifications), and data sovereignty and protection.
[bookmark: _Toc237440165]Legal Compliance
Data entered into GenAI may enter the public domain. This can release non-public information and breach regulatory requirements, customer, or vendor contracts, or compromise intellectual property. Any release of private/personal information without the authorisation of the information’s owner could result in a breach of relevant data protection laws. Use of GenAI to compile content may also infringe on regulations for the protection of intellectual property rights. Users should ensure that their use of any GenAI complies with all applicable laws and regulations and with council policies. 
[bookmark: _Toc237440166]Bias and discrimination
GenAI may make use of and generate biased, discriminatory or offensive content. Users should use GenAI responsibly and ethically, in compliance with council policies and applicable laws and regulations. 
[bookmark: _Toc237440167]Security
GenAI may store sensitive data and information, which could be at risk of being breached or hacked. The council must assess technical protections and security certification of GenAI before use. If a user has any doubt about the security of information input into GenAI, they should not use GenAI. 
[bookmark: _Toc237440168]Data sovereignty and protection
While a GenAI platform may be hosted internationally, under data sovereignty rules information created or collected in the originating country will remain under jurisdiction of that country’s laws. The reverse also applies. If information is sourced from GenAI hosted overseas, the laws of the source country regarding its use and access may apply. GenAI service providers should be assessed for data sovereignty practice by any organisation wishing to use their GenAI.
[bookmark: _Toc237440169]Compliance
Any violations of this policy should be reported to the council’s Information Governance Team or senior management. Failure to comply with this policy may result in disciplinary action, in accordance with council’s Human Resources policies and procedures. 
[bookmark: _Toc237440170]Audit and review
The use of GenAI should be reviewed as part of the council’s internal review process on a specified periodicity defined by the SIRO. The DPO should conduct a more frequent review to ensure that the requirements of this policy are being observed. Any situation in which this policy is not being complied with should be raised by the member of staff with the appropriate IAO or IAA, who will correct the issue, or in turn raise it with the SIRO and DPO.
[bookmark: _Toc109211694][bookmark: _Toc149250678][bookmark: _Toc237439835][bookmark: _Toc237440171]Approval
This policy was approved by the Appropriate Senior Staff on [DATE]
Signed: [NAME & ROLE]
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