[image: ]Data Protection Impact Assessment 
(DPIA) Template	

[bookmark: _Int_u2lBMg3i][bookmark: _Int_2gnbxz6x][bookmark: _Int_XOaUadDx]What is a DPIA and when is it needed?
A DPIA is a risk assessment to identify and minimise data protection risks where processing is likely to result in high risk. You should complete this template at the start of any new project or significant change involving personal data. It is mandatory where high risk processing is likely, and good practice for major projects.
[bookmark: _Int_nadadmCS]The DPIA should be completed by the project lead with input from relevant stakeholders (e.g. IT, HR, suppliers). Your Data Protection Officer (DPO) must be consulted and will provide advice but is not responsible for completing the DPIA.
Do I need a DPIA?
Complete this short screening section before continuing.
If you answer YES to any question, a DPIA should normally be completed or discussed with your DPO.
	Question
	Response YES/NO

	Will the project use profiling, AI tools (including generative AI or automated decision-making to make important decisions about people?
	

	Will it involve large-scale use of special category data (such as health information, ethnicity, or religion) or criminal offence data?
	

	Will it involve large-scale CCTV or other monitoring of public areas?
	

	Will it use new or innovative technology that could create increased privacy risks for individuals?
	

	Will profiling, AI tools (including generative AI), automated decision-making or special category data be used to help decide whether someone can access a service, opportunity, or benefit?
	

	Will it involve large-scale profiling or analysis of people's behaviour, characteristics, or activities?
	

	Will it use biometric data (such as fingerprints or facial recognition) or genetic data?
	

	Will it combine, compare, or match personal data from different systems or sources?
	

	Will personal data be collected or used without individuals being directly informed about how their data is being used?
	

	Will it track, monitor, or analyse people's location, online activity, or behaviour?
	

	[bookmark: _Int_92Jg6Pj2]Will it involve profiling, AI tools (including generative AI), automated decision-making, or marketing activities involving children, or provide online services directly to children?
	

	Could a data breach involving this information result in physical harm to an individual?
	



Outcome
☐ No questions answered YES: a DPIA is not required (although may be best practice). This assessment should be retained.
☐ One or more questions answered YES: Complete this DPIA and seek advice from your DPO.
Notes:
· References to "AI tools (including generative AI)" include tools such as Microsoft Copilot, ChatGPT, Gemini, AI transcription services, and AI note-taking tools.
· [bookmark: _Int_CX9mcPun]"Large-scale" generally means processing affecting large numbers of individuals, large volumes of personal data, or processing activities extending across multiple organisations, sites, or services.
· Profiling means using personal data to analyse, predict or categorise individuals, for example, producing scores, indicators, or risk ratings. Examples may include attendance monitoring, behaviour monitoring, safeguarding risk indicators, performance management tools, recruitment screening, pupil progress tracking, or systems that identify trends, scores, or risk levels about individuals.
· Automated decision-making means using technology to make decisions or trigger actions about individuals with limited or no meaningful human involvement. Examples may include systems that automatically flag attendance concerns, generate safeguarding alerts, identify individuals for intervention, determine eligibility based on set criteria, prioritise cases, or automatically trigger communications or follow-up actions.
1. Project overview
	Question
	Response

	Organisation
	

	Project name
	

	Project lead
	

	Date
	

	Briefly describe what you are doing and why (include purpose and benefits)
	


2. Describe the processing
	Question
	Response

	What personal data will you use? (include any special category data)
	

	How will you collect, use, store, and delete the data?
	

	Where does the data come from?
	

	Who will you share it with?
	

	[bookmark: _Int_t4dAvM1O]How many individuals are affected and how much data?
	

	How long will you keep the data?
	


3. People and context
	Question
	Response

	[bookmark: _Int_K8AbXkEx]Who are the individuals (e.g. staff, pupils)? Include vulnerable groups if relevant
	

	Would they expect this use of their data?
	

	[bookmark: _Int_hoWTM6Of]Will individuals have any control (e.g. consent/opt-out)?
	

	Are there any known concerns or sensitivities?
	


[bookmark: _Int_8maCGa1u]4. Lawfulness, necessity and proportionality
	Question
	Response

	What is your lawful basis for processing? 
[bookmark: _Int_Noen4NwS]Please contact your DPO for advice if you are unsure.

Please see:
ICO Guide to Lawful Basis 
to identify which Article 6 bases you are relying on.

If you are also processing special category data, please see: 
ICO Guide to Special Category Data 
[bookmark: _Int_EVcGv6Qt]to identify the relevant Article 9 condition/s for processing special category data. 
	

	[bookmark: _Int_EiIcmIUX]Are you processing information relating to criminal offences/convictions e.g. DBS clearance information? If yes, please select your Article 10 condition for processing.
	Choose an item.

	[bookmark: _Int_y83T8qhF]Is the processing necessary? 
	

	Are there less intrusive ways to achieve the same outcome?
	

	What will you tell individuals (privacy notice)?
	

	How will you ensure data minimisation, accuracy, and retention?
	

	How will you ensure individuals can exercise their data protection rights?
	

	What security measures will protect the data?
	

	[bookmark: _Int_woLk7kda]What documentation will the school/trust check to ensure that data protection obligations are met? (e.g. third-party provider privacy notice, data processing agreements, data protection policies, etc.)
	

	How will compliance be monitored throughout the contract by the school/trust?
	

	Will any personal data be transferred outside the UK? If yes, how is this safeguarded?
	


5. Consultation 
	Question
	Response

	Have you consulted individuals, staff, or other stakeholders?
	

	If yes, summarise their views.
	

	If no, explain why not
	


6. Risks and mitigation
Instructions: 
1. [bookmark: _Int_jlHCdaNh]Identify the main risks to individuals from this processing. 
2. [bookmark: _Int_Co8xzrLj]Focus on practical risks (e.g. unauthorised access, data loss, misuse of data, excessive data collection, inaccurate data, lack of transparency, excessive retention, inappropriate sharing, automated decision-making, bias or discrimination, and impacts on vulnerable individuals). 
3. Add rows as needed.
4. For each risk you identify, consider:
a) Likelihood: How likely is the risk? (Low / Medium / High)
b) Impact: What would the harm be if it occurred? (Low / Medium / High)
c) Mitigation: What controls will you put in place to reduce the risk?
	Risk to individuals
	Likelihood (Low/Med/High)
	Impact 
(Low/Med/High)
	Mitigation / controls

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


7. Sign-off
	Item
	Details

	Completed by
	

	DPO advice
	

	DPO advice overruled?
	

	Actions to complete
	

	Are any high risks remaining after mitigation? 
	

	If yes, has advice been sought from the ICO?
	

	Residual risks accepted by
	

	Review date
	

	This DPIA should be reviewed if the processing or risks change
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